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About this document:

This manual will provide an overview on how to insfduidNet on to Microsoft's WINDOWS Operating

System. It's assumed that the reader is familiar vagidoperating system, administrative and networking
terms.

For any suggestions or comments, feel free to congaontact information can be found in the Help
menu in the SMC console and on our websitattat//www.squidnetsoftware.cam
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1 Instructions

1.1 Requirements

For Microsoft Windows, SquidNet supports all 32/64 bit versibeginning with WINDOWS 2000. This
includes WINXP and VISTA.

Please make sure that your system is up to date withtést service packs and security updates before
starting this procedure.

1.2 SquidNet Administrator Account

For SquidNet to properly interact with the application$ itk be processing your job requests, SquidNet
must be installed and executed under a Windows Adminis#atmunt. Non-administrator accounts will
not work because they do not have the necessary privifegeled to access local and remote computer
resources (memory allocation, registry, networking,.et

NOTE: This account must be created prior to beginninghe installation process

Although any valid SquidNet account name is acceptaldgrigferred that the account natsguidNet”
be used with the password of your choosing. Since thiemisea security hole in your system please make
sure that the chosen password is not easily discovered.

1.3 Firewall
The SquidServer.exe service uses the following network:port

TCP 17394
UDP 17395
UDP 17396

The installer will automatically open these ports inry@d/INDOWS firewall. However, certain security
applications may prevent the installer from doing sthiff is the case, you may need to open these ports
manually as follows:

From “Control Panel” select “Windows Firewall”
Select “Add Port” and create a TCP exception for port 1739dlmws:

Edit a Port

Uze these zettings to open a port thraugh*afindows Firewall. To find the part
number and protocol, conzult the documentation for the program or service you
want ko uze.

Mame: IB quidi et Tipnode

Port numnber: I‘I 7334

& TCF I UDP

what are the risks of opening & port?

Chahge scope.. | [k I Cancel |

Select “Add Port” and create a UDP exception for port 17396llws:
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Edit a Port x|

Uze these zettings to open a port through Windaws Firewall. Ta find the port
number and protocol, consult the docurnentation for the program or service pou
want to use.,

Name: ISquidNet Broadcast

Port nurnber: I‘I 7335

i @ UDP

what are the risks of opening a port?

: Change scope... | ] I Cancel

Do the same for UDP port 17396
Close Windows Firewall and reboot your computer.

1.4 SquidNet Account without a password

Although it's not recommended, some users have privettgorks that do not require an account password.
If this is the case for you, you'll need to allow blgrdsswords to be used for administration accounts by
setting théAccounts: Limit local account use of blank passwordsa console logon onlypolicy in the
Group Object Editor to “Disable”. This procedure apple8VINXP, Vista and Windows 7.

In Control Panel, set Administrative Tools -> Locat@gy Policy -> Security Settings -> Local Policies -
> Security Options -> SeAtcounts: Limit local account use of blank password® console logon only
to “Disable’.

By default, the SquidNet installer will not allow youdomplete the installation without a valid password.

5 Local Security Policy [E=2 R (ExD)

File Action View Help

ez | rEIXEHE

Fa Security 5§4ings Policy B Security Setting | &
4 3 }L\cculupn ‘POIICIeS i) Accounts: Administrator account status Disabled :_E-
“La ?C; thI;IEIS o) Accounts: Guest account status Disabled
¥ g i i 5] Accounts: Limit local account use of blank passwords to consol...  Disabled
» [, User Rights Assignment . =
2 = Accounts: Rename administrator account Adrninistrator
- g, Security Options » . "
% Windows Firewall with Advanced Sec(| 4 Accounts: Rename guest account et
“| Network List Manager Palicies | Audit: Audit the access of global system objects Disabled
| Public Key Policies | Audit: Audit the use of Backup and Restore privilege Disabled
| Software Restriction Policies Audit: Force audit policy subcategory settings (Windows Vista or.. Mot Defined
3 ‘g IP Security Policies on Local Compute | Audit: Shut down system immediately if unable to log security a... Disabled
m = = - e | DCOM: Machine Access Restrictions in Security Descriptor Defin... Mot Defined =

Figure 1.4 Disable policy settings to allow for blamkrenistrator passwords.
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1.5 Security and Network Configuration

£ Lacal Security Settings O _igix

File Action  View Help

es X EE 2

[ Secury Settings Policy /. I [ Security Setting T
{8 Accourt Policies Wetwork, access: Do Mat allow anonymous enumeration of SAM accounts Enabled
E--@ Local Policies Hetwork access: Do not allow anonymous enumeration of 54M accounts and shares Disabled
(8 Audt Policy Wetwork, access: Do nat allow storage of credentials or MET Passperts for netwark authe...  Disabled
-8 User Rights Assigmet | 8] atork sccsss: Let Everyone permissions apply to anonymous ussrs Disabled
(8 Securly Options Network, access: Named Fipes that can be accessed anonymously COMMAP COMNDDE SULYAUERY SFOOLS. .
3 Public Key Polcies Network access: Remotsly accessible registy paths 5 ystemiCunentControlSstContralProductOp.

-] Software Restiction Polici

o8, 1P Secariy Poicies on Lo | BAyHSiotk azcess: Shates ok oan be accessed sorymousty COMCFG.OFSS

unts

Network seeuriy: Do not store LN Manager hash vakie on next passward change Disabled
[88] Network securiy: Forcs logoff when logon hours swpire Disabled
Network seeuriy: LN Manager authentication level Send LM & NTLM respanses
Wetwork security: LDAP client signing requirsments Megoliate sigring
Network seeuriy: Minimum session secuiity for NTLM SSF based including secure RPC)... No minimum
Network seotriy: Minimum session secuiity for NTLM S5P based (including secure RPC] .. No minimum
Recovery console: Allow automatic administrative logan Disabled
[88] Recovery cansole: Allow floppy copy and ascess to all diives and all folders Disabled
Shutdawn, Allow system to be shut down without having ta log an Enabled
T — 22 |38 Shutdown: Clear vitual memory pacefile Disabled L]

Figure 1.3 Setting Security Model

To use the SMC network installer you must change theanking model for your SquidNet account.
Under Control-Panel/Administrative Tools/Local-Seguftolicy/Security Settings/Local Policies/Security
Options/ changeNetwork accessSharing and security model for local accountsfrom “Guest' to
“Classic setting. It should be set as follows:

Network access: Sharing and security model for localuatsoClassic - Local users
authenticate as themselves

This security setting determines how network logondogal accounts (SquidNet) are authenticated. If this
setting is set to Classic, network logons that usé lx@aunt credentials authenticate by using those
credentials. If this setting is set to Guest only, ndtiagons that use local accounts are automatically
mapped to the Guest account.

Default:

Guest: Only on Windows XP Professional.

Classic:On the VISTA, Windows Server 2003 family and Windows Béiefessional computers joined to a
domain.

Important: With the Classic model, the SquidNet account must be pagswotected; otherwise, the
account can be used by anyone to access shared systemces.

This setting only affects computers running Windows XP Psajasl which are not tied to a domain
controller. This policy will have no impact on computarsning Windows 2000.

On Windows XP Professional, leavinjétwork access:Sharing and security model for local
accounts set to “Guest Only - local users authenticate assGyeoduces Error #5 if using the Network
Installer.

1.6 Enhanced Credentials

Depending on your local security model, you may need to eetthe security privileges of the SquidNet
account by adding the SquidNet account td'Replace a process token levelfield in the Local Security
Policy window (Control-Panel/Local-Security-Policytseity Settings/User Rights Assignment). See
image below.

This document is published by SquidNet Software, Inc.

02009, SquidNet Software, Inc. All rights reserved.
3



Figure 1.7 Enhancing security model for SquidNet Account

This resolves issues with Windows #1314 (A required privileget held by the client) and #740 (The
requested operation requires elevation) errors (aseis séen in job slice log files).

Note: If running SquidNet in command line mode ( squidsex@nsole), resolve error #1314 and #740 as
follows (on VISTA and WINDOWS 7):
ERROR #1314 Add SquidNet account privilege to "Act as part of Opagasystem” and
"Replace a process level tokeMust reboot after changing settings
ERROR #74Q Turn off UAC. Must reboot after changing settings

1.7 Enable File Sharing

If not already turned on, (network) File Sharing mesehabled:

How to configure file sharing in Windows XP:
0 http://support.microsoft.com/kb/304040
File and Printer Sharing in Windows Vista:
0 http://technet.microsoft.com/en-us/library/bb727037.aspx

Figure 1.6.1 Vista File Sharing enabled.

1.8 Enable Remote Registry
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In order for the SMC network installer to remotely isgistry items, please make sure that the Remote
Registry is enabled. On VISTA it is disabled by default. &dgomatic restart on system restart, change the
startup type from Manual t&utomatic.

1.9 VISTA Configuration and Settings

Because of the complex nature of VISTA's security and/oking models, special configuration settings
will have to be made to the SquidNet account that thiédSigt service will run under. You will need to
execute the following procedures (described in the follgugiections) for ONLY the SquidNet
administration account:

Disable User Account Control (UAC).
Allow remote drive mapping (used by SMC network installer)
Enable and modify specific security settings.

1.9.1 Disabling SquidNet User Account Control

For the SquidNet accounnhly, disable UAC by opening up the User Accounts windoangfiControl
Panel) and un-checking thdse User Account Control (UAC) to help protect thiscomputer”. When
done, you'll need to reboot your computer for the settingake effect.

Figure 1.6.1-1 SquidNet Account

Figure 1.6.1-1 Disabling UAC
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1.9.2 Allow remote drive mapping

In order for the SMC network installer to remotelytailsSquidNet, you must enable remote drive mapping
on VISTA by following this procedure:

NOTE: This fixes the “error 5" message that’'s generateeivirying to remotely install SquidNet using
the SMC console’s Network Installer.

http://support.microsoft.com/kb/947235

Figure 1.6 Enabling VISTA remote drive mapping

Which basically does this:
1. Click Start, type regedit in th&tart Searchbox, and then clickegedit.exein thePrograms list.

If you are prompted for an administrator password, {ype password. Or, if you are prompted
for confirmation, clickContinue.
2. Locate and then click the following registry subkey:
a. HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVemmn\Policies\
System
3. If the LocalAccountTokenFilterPolicy registry entry dagot exist, follow these steps:
a. On theEdit menu, point tdNew, and then clictOWORD Value.
b. TypeLocalAccountTokenFilterPolicy, and then press ENTER.
4. Right-click LocalAccountTokenFilterPolicy, and then cliciModify .
5. In theValue databox, type 1, and then cli€BK.
6. Exit Registry Editor and reboot your computer.

1.9.3 LAN Manager Authentication Level
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Figure 1.7 Setting Vista and WINDOWS-7 LAN settings.
To enable proper UNC path authentication and usage, yaducirarsge the following:
Under Local Policies > Security Options change:

1. "Network Security: LAN Manager authentication level”
from "NTVLM2 responses only" ti. M and NTLM - use NTLMv2 session security
if negotiated"

This resolves issues with Windows #1314 (A required privileget held by the client) errors (as is often
seen in job slice log files).

1.9.4 Running SquidNet as part of operating system

For SquidNet to run effectively it must run fully as a eiged process. In particular, it must run as part of
the operating system. To allow for this, add the SquidNebunt to theAct as part of the operating
systenf field in the Local Security Policy window (Control-4#a/Local-Security-Policy/Security
Settings/User Rights Assignment). See image below.

This user right allows the SquidNet account to impersanagaiser without authentication. The SquidNet
service can therefore gain access to the same kEsmlnces as any logged on user.

Caution: Assigning this user right can be a security risk. Onligaghis user right to the SquidNet
account.

Figure 1.6.4 Adding SquidNet Account
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1.10Install

Installing SquidNet software can be done in one of tagswIf you don’t have any tipnodes installed, you
must use the Windows installer. Otherwise, the inptaitess is a lot simpler if you use the Network
Installer from the SMC console.

Both methods are covered in the following sections.
1.10.1nstall using Windows installer

To install SquidNet using the Windows installer execugsfdtiowing instructions:

Make sure you have the latest version of the SquidNetllgrsavailable. Always check website
for the latest updates.
Run installer then select “Next” on first window.

Please read and accept the license agreement then“BSiebet”.

Set your installation directory. The default path idqred.
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Important : Make sure that network File Sharing is enabled.igihitt the following step will not
work; you’ll get a “server not found” error message.

For SquidNet to work correctly, you must install thewafie under an Administrator account with
full network access privileges. The username format naust FDOMAIN\account” for domain
accounts or “HOSTNAME\account” format for non-domaic@mts. For domain accounts,
please make sure that your domain controller is reacbalitee network. If it's not reachable, you
will not be able to install the software. Pleasestdt your domain administrator for specific
account information.

If all information up to this point is correct, selettstall”.
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Wait for installation to complete....

When completed, select “Finish”.
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By default, the installer will automatically start tBquidServer service. However, in some rare
situations this may not be the case (due to serviceipesknpatibilities). To verify that the
installation succeeded, start the SMC console. ISME console start up, you're all set. If not,
either start the service with the Services managezhbmot your computer.

Use Task Manager to make sure that the SquidServer.exsessrsunning.

1.10.2nstall using remote Network Installer

Figure 1.7.2 Network Installer

This document is published by SquidNet Software, Inc.
02009, SquidNet Software, Inc. All rights reserved.
11



If you have at least one tipnode already installed, yay imstall all the hosts on your network from a
single point using the Network Installer from the SMC obas

Start SMC console and open “Network Installer” windowrfrAdmin menu.

Enter the name of your host in the “Hostname” field pregs the “Add” button. Your hostname
should now appear in the tipnode window above as “Readybulf host’s status appears as
“unreachable”, please check that the hostname you erisevatid and that the host is online.
Do the previous step for all the hosts on your netwhoak you wish to install.

When ready to install, either select the “Update Ailtton or select the hosts that you wish to
install then select “Install Selected”.

Let the install process complete before closing timelowv.

1.11 Uninstall

Like the installation process, uninstalling SquidNet ba done in two ways as described in the following
sections.

1.11.2Uninstall using Windows uninstall procedures
Uninstall SquidNet using the standard Windows uninstallgarore as follows:

From “Control Panel” select “Add or Remove Programs”
Scroll down “Add or Remove Programs” window and select “@yat-NDP”
Select “Remove”

When asked if you want to remove, select “Yes”.

If prompted, reboot your computer.
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1.11.2Jninstall using remote Network Installer

You may uninstall all the hosts on your network frosirgle point using the Network Installer from the
SMC console.

Start SMC console and open Network Installer from Admgmm
Select the hosts that you wish to uninstall and s8l#dhstall Selected”.
Let the uninstall process complete before closinguimelow.

You'll have to uninstall the last host using the stadd&indows uninstall procedure.

2 Verifying Installation Procedure

Once SquidNet is installed, and if you have more thanipnede, you can verify the installation by
running a verification test on your network. This téstpty adds a job request to the network queue. To
the tipnodes on the network this job looks like any ofpieiand is processed in the same way that a “real”
job would be processed. You assign the processing pararteethis request in the same manner as you
would any other request. This test can be executed as follows

Start SMC console.
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Open up an existing Project window and select “Create” hutto
In the Templates window, double-click on the “SquidNet ftation” template.

At this point the “Submit New Job” window will appear.

Select the “Remove immediately” field at the bottoreale the rest of the fields as they are and
press the “Submit Job” button. When asked to save jxtsélo”.

At this point you should have a job in the queue and actyipearing at each tipnode (as
observed in the Tipnode Network view).

If you'd like, double-clicking on your job in the job viewiliAbring up the jobslice progress
window which shows how each jobslice is progressingénpipeline.

If your network installation was successful, you're jebtshould complete processing within a
few minutes (time will vary depending on your particulatwork).

When completed, the job will be automatically removednfthe queue.
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If your job completes in “Error”, right-click on theljslice in error (in the jobslice window) and
open the log file to examine the cause of the error.

3 Frequently Asked Questions

3.1 After the installation completes, | get the following eror. What's
wrong?

Use the Services manager to start the “SquidNet Distribilanager” service or reboot your computer.

4  Appendix A

4.1 Adding application to system PATH variable.

For some application templates, SquidNet requires thappkcation’s command line utility (for example:
render.exe) be found within your system PATH environmariaile.

Add your application’s path as follows:

Right-click My Computer, and then cliclProperties.
Click theAdvancedtab.

Click Environment variables.

Edit systenPATH variable

Append you application’s path to value field.
Reboot computer.

oukhwnhpE
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My Computer Properties.

Select “Environment Variables”
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Select system Path variable

Append application path to end of value. Separate path‘yitharacter.
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