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About this document:

This manual willprovide an overview on how to inst&fuidNet otoMi cr osof t 6s WI NDOWS Op e

Systeml t 6 s assumed t ha with bakieoparating dystem, adsinistrativeiahd inetworking
terms.

For any suggestions or comments, feel free to contact us; contact information can be found in the Help
menu in theSquidNet User Interfacand on our website attp://www.squidnetsoftware.cam
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1 Prerequisites

1.1 Requirements

For MicrosoftWINDOWS, SquidNet supports all 32/64 bit versions beginning wittNBDWS 2000.
This includes WINXPYISTA and WINDOWS 7

Please make sure that your systemp to date with the latest service packs and security updates before
starting this procedure.

1.2 SquidNet Administrator Account

For SquidNet to properly interact with the applications that wilpbecessing your job requests, SquidNet

must be installed anekecuted under WINDOWS Administrator Account. Noradministrator accounts

will not work because they do not have the necessary privileges needed to access local and remote

computer resources (memory allocati on, registry, net v

NOTE: This account must be created prior to beginning the installation process

Al t hough any valid Squi dNet account nam8qubsdbeteéeptabl
be used with the password of your choosing. Since this presents a securityyloolesystem please make
sure that the chosen password is not easily discovered.

Important: Because SquidNet uses the admin account to launch job rendering commands, it's
recommended that the SquidNet account have the proper access permissions eraibhedwmrk share
folders (WINDOWS, NAS, Linux, etc...) . If the proper access permissions are not set up correctly, you
may see WINDOWS #132&rorsin the job slice log files.

If you're setting access permissions for network folders on NAS drives,suekéhat you create accounts
with the same user name and passwords as the WINDOWS accounts that SquidNet runs under.

1.3 Firewall
The SquidServer.exe service uses the following network ports:

1 TCP 17394
1 UDP 17395
1 UDP 17396

The installer will automatically am these ports in your WINDOWS firewall. However, certain security
applications may prevent the installer from doing so. If this is the case, you may need to open these ports
manually as follows:

T From AControl Panel 0 sel ect AWindows Firewall o
t

1T SelectPoiAddand create a TCP exception for por 17
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Edit a Port x|
Use these settings to open a port throug indows Firewall. To find the port

number and protocol, consult the documentation for the program or service you
want to use.

ame: IBquidNel Tipnode

Port number: |1 7334

& TCP " UDP

‘What are the risks of opening a port?

Change scope... | )¢ Cancel |

T Select AAdd Porto and create a UDP exception

Edit a Port x|

Use these settings to open a port through Windows Firewall. To find the port
number and protocol, consult the documentation for the program or service you
want to use.

Name: ISquidN et Broadcast

Port number: |1 7395

- & UDP

‘What are the risks of opening a port?

] Change scope... ' [JF Cancel

1 Do the same for UDP port 17396
1 CloseWINDOWS Firewall and reboot your computer.

1.4 SquidNet Account without a password

Al t hough itdéds not recommended, some users have
I f this is the case for you, youdll need to al
setting théAccounts: Limit local account use of blank passwords to console logon onlgblicy in the
Group Obj ect Edhistprocedure applidsDa VEINXP | Vesta andNDOWS 7.

In Control Panel,et Administrative Tools> Local Security Policy> Security Settings> Local Policies -

> Security Options> Set Accounts: Limit local account use of blank passwords to console logon ohly
to ADisabled .

By default, the SquidNet installer willotallow you to complete the installation without a valid password.
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 Local Security Policy (=3 EoE )|
File Action View Help
e 2E
T Security S§gtings Policy ‘ Security Setting 2
8 Accoupn P?'ICIES | Accounts: Administrator account status Disabled ‘Ef‘
<8 LD(:' d’?:';'e‘% Accounts: Guest account status Disabled
R 5 S, g 48] Accounts: Limit local account use of blank passwords to consol... Disabled
7 User Rights Assignment T T
s S | Accounts: Rename administrator account Administrator
5 Security Options )
@ Windois Firewallwith Advanced Seci| 5 Accounts: Rename guest account Guest
Network List Manager Policies Audit: Audit the access of global system objects Disabled
= Public Key Policies Audit: Audit the use of Backup and Restore privilege Disabled
“| Software Restriction Policies < Audit: Force audit policy subcategory settings (Windows Vista or... Not Defined
g’ IP Security Policies on Local Compute | Audit: Shut down system immediately if unable to log security a... Disabled
P = - ' | DCOM: Machine Access Restrictions in Security Descriptor Defin... Not Defined o

Figure 1.4 Disable pdaly settingto allow for blank administrator passwords.

1.5 Security and Network Canfiguration

-8 Security Options
(2] Public Key Policies
#1-(1] Software Restriction Policit

-8, IP Secuity Policies on Loc %‘

[88] Network access: Named Pipes that can be accessed anongmously
Network access: Remotely accessible registy paths
Network e that can be accessed ananymously
ork acce: ing and secuity model for local accounts
etwork secuity: Do not store LAN Manager hash value on nest password change
8] Network secuity: Force logoff when lagon hours expire
88 Network secuity: LAN Manager authentication level
[28]Network security: LDAP client signing requitements

Recovery console: Alow automatic administrative logon
[88)Recovery console: Allow flappy copy and access to all diives and all folders
Shutdown: Allow system to be shut down without having to log on

28] Shutdown: Clear vitual memory pagefile

(8] Network secuity: Minimum session secuity for NTLM SSP based (including secure RPC)...
] Network secuiiy: Minimum session secuity for NTLM SSP based (including secure RPC) ..

£ Local Security Settings | _[O] x]
Fie Action View Help
c» B XER |2
B Securty Settings Policy N [ Secuity Setting I
2 (8 Account Polcies 18] Network access: Do Hot alow ananymous enumeration of SAM accounts Enabled
=-(8 Local Policies [88] Network access: Do not allow ananymous enumeration of S4M accounts and shares Disabled
(@ Audit Policy [88]Network access: Do not allow storage of credentials or NET Passports for network authe... Disabled
@ User Rights Assignmer | 2 Network access: Let Everyone permissions apply to anonymous users Disabled

COMNAP,COMNODE SOLVAUERY,SPOOLS..
System\CurrentControlS et\Control\ProductOp...
COMCFG.DFS$
Classic - local users authenticate as themselves
Disabled
Disabled
Send LM & NTLM responses

Negotiate signing
No minimum
No miimum

Disabled
Disabled
Enabled
Disabled =l

To use the SMC network installer you must change the networking model for your SquidNet account.

Figure 1.3 Setting Security Model

Under ControlPanel/LocalSecurityP o | i cy/ Securi ty

Sharing and security model for local accounts

follows:

Sett i NMegvork&®essur i ty
f rGoesii A tClassi@®

setting. It

1 Network access: Sharing and security model for local accoQtassic- Local users
authenticate as themselves

This security setting dermines how network logonga local accounts (SquidNet) are authenticated. If this
setting is set to Classic, network logons that use local account credentials authenticate by using those

credentials. If this setting is set to Guest only, network logjoeitsuse local accounts are automatically

mapped to the Guest account.

Default:

Guest: Only on Windows XP Professional.

Classic:On the VISTA, Windows Server 2003 family and Windows XP Professional computers joined to a

domain.

Important: With the Clasig model, the SquidNet account must be password protected; otherwise, the

account can be used by anyone to access shared system resources.

This document is published by SquidNet Software, Inc.
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This setting only affects computers running Windows XP Professional which afedtota domain
controller. This policy will have no impact on computers running Windows 2000.

On Wi ndows XP Pr dNétwosksadcessiSadring arid seguwrity maglel for local
account® set to -FGoebtu®aelty authenticate as Ghkesto
Installer.

1.6 Enhanced Credentials

Depending on your local security model, you may need to enhance the security privileges of the SquidNet
account by adding the SquidNet account to"Replace a process token levelfield in the Local Security
Policy window (ControtPanel/LocalSecurityPolicy/Security Settings/User Rights Assignment). See

image below.

File Action View Help L\§

B 2
@ §ecurity Settings Policy Security Setting o]
# (8 Account Policies Manage auditing and security log Administrators

(8 Local Policies
+ (8 aAudit Policy
(8 User Rights Assignmer

@Modify firmware environment values Administrators
Perfovm volume maintenance tasks Administrators

& (@ Security Options [ @Praﬁle single process Administrators,Power Users

o) [:I Public Key Policies Prufile system performance Administrators

@8 Software Restriction Polici Remove computer from docking station Administrators,Users,Power Users

oy
@Restore files and directories Administrators,Backup Operators
Shut down the system Administrators,Users,Power Users,Backup...
@Synchronize directory service data

< > ‘_@'I Take ownership of files or other objects Administrators b

Figure 1.7 Enhancing security model for SquidNet Account

This resolvesssues with Windows #1314 (A required privilege is not held by the client) 240 #
(The requested operation requires elevation) errors (as is often seen in job slice log files).

1.7 Enable File Sharing

If not already turned on, (network) File Sharing must be enabled:

1 How to configure file sharing iWVINDOWS XP:
0 http://support.microsoft.com/kb/304040
9 File and Printer Sharing WINDOWS Vistaand WINDOWS 7
0 http://technet.microsoft.com/ams/library/bb727037.aspx

&' Network (Private network) Customize
Access Local only
Connection Local Area Connection View status

2 Sharing and Discovery

Netwerk discovery @ On V
File sharing © On ¥
Public felder sharing O On (password required) v
Printer sharing © Off (no printers installed) (v)
Password protected sharing @ On (v)
Media sharing o off v)

Figure 1.6.1 Vista File Sharirenabled.
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1.7.1 Vista and WIN7 User Account Control

tion Guide

Although all SquidNet operations will function with UAC enabled, remote SquidNet updates will not
function because WINDOWS UAC requires user consent for all software install&tlwrefore, to ensure
that renote upgrade operations will work'sireconrmended that WINDOWS UAC bdisabled

1.7.2 Install using WINDOWS installer

To install SquidNet using th&/INDOWS installer, execute the following instructions:

1 Make sure you have the latest version of the Squidiétalier available. Always check website

for the latest updates.
T Run installer then select

fiNext o on

Welcome to the SquidNet Render Manager Installation Wizard

This wizard will guide you through the installation of SquidNet version 2.65P1 on your

computer. Installation instructions are availabe on our website:

http://www.squid ftware.com/InstallGuid

It is recommended that you close any open SquidNet applications before starting ths

procedure. Also. fo prevent any possible disruption fo your active workflow, please make
sure that there are no active jobs in the SquidNet Job Queue. If you're asked to reboot
your computer at the end of this procedure. please do so accordingly.

Click Next to continue.

Cancel

1T Please read and accept the

SquidNet End User License Aggreement

Vvv

cense

SquidNet End User License Aggreement:

(the "Softwa™ Y©
(t o

the Software.

[V Iacceptthe terms of the License Agreement

Cancel

1. Thankl%( - selecting SquidNet Software's Render Manager (SquidNet) software '
*his software license agreement (Agreement) is a legal agreement

you ["you", "licensee"), and SquidNet Software (Developer, we, our or us) that

describes the terms and conditions applicable to your use of the Software, By clicking

ACCEPT, you indicate that you have read and understood and assent to be bound by the

terms of this Agreement. If you do not agree to the terms of this Agreement, you are not

granted any rights whatsoever to the Software, and you will not be able to access or use

2. LICENSE GRANT AND RESTRICTIONS. Subject to the terms and conditions of
this Agreement, including the payment of the applicable license fees, Developer grants
'you a personal, limited, non-exclusive, non-transferable license, during the initial term

1 Setyour installation directory. The default path is prefed. '

first Wi

agreement
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f

Setup will install SquidNet Render Manager 2.65P1 in the following folder. To
v ¥ install in a different folder, click Browse and select another folder. Click Next to
continue. I}

Destination Folder

C:\Program Files (x86)\SquidNetSoftware\SquidNet

Space required: 57.5MB
Space available: 189.568

Cancel

Important: Make sure that network File Sharing is enat
work; youdll get a fAserver not foundodo error messa
For SquidNet to work correctly, you must install the software under an Administrator account with

fulnet wor k access privileges. Thelacaseuntahmef 6 por tha ma mi
accounts orl\aftldO8ThMNAME-domaiaaccounts. For domain accounts,

pl ease make sure that your domain cahableryou | er i s r

will not be able to install the software. Please consult your domain administrator for specific
account information.

If all informationup tothispeit i s correct, s ethemstallatiomtonst al | 6 and v
complete.
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