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About this document: 
 
This manual will provide an overview on how to install SquidNet on to Microsoft’s WINDOWS Operating 
System. It’s assumed that the reader is familiar with basic operating system, administrative and networking 
terms.  
 
For any suggestions or comments, feel free to contact us; contact information can be found in the Help 
menu in the SMC console and on our website at http://www.squidnetsoftware.com.
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1 Instructions 

1.1 Requirements 
 
For Microsoft Windows, SquidNet supports all 32/64 bit versions beginning with WINDOWS 2000. This 
includes WINXP and VISTA. 
 
Please make sure that your system is up to date with the latest service packs and security updates before 
starting this procedure. 

1.2 SquidNet Administrator Account 
For SquidNet to properly interact with the applications that will be processing your job requests, SquidNet 
must be installed and executed under a Windows Administrator Account. Non-administrator accounts will 
not work because they do not have the necessary privileges needed to access local and remote computer 
resources (memory allocation, registry, networking, etc…).  
 
NOTE: This account must be created prior to beginning the installation process.  
 
Although any valid SquidNet account name is acceptable, it’s preferred that the account name “SquidNet”  
be used with the password of your choosing. Since this presents a security hole in your system please make 
sure that the chosen password is not easily discovered. 

1.3 Firewall 
The SquidServer.exe service uses the following network ports: 
 

·  TCP 17394 
·  UDP 17395 
·  UDP 17396 

 
The installer will automatically open these ports in your WINDOWS firewall. However, certain security 
applications may prevent the installer from doing so. If this is the case, you may need to open these ports 
manually as follows: 
 

·  From “Control Panel” select “Windows Firewall” 
·  Select “Add Port” and create a TCP exception for port 17394 as follows: 

 

 
 

·  Select “Add Port” and create a UDP exception for port 17395 as follows: 
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·  Do the same for UDP port 17396 
·  Close Windows Firewall and reboot your computer. 

 

1.4 SquidNet Account without a password 
 
Although it’s not recommended, some users have private networks that do not require an account password. 
If this is the case for you, you’ll need to allow blank passwords to be used for administration accounts by 
setting the 'Accounts: Limit local account use of blank passwords to console logon only' policy in the 
Group Object Editor to “Disable”. This procedure applies to WINXP, Vista and Windows 7. 
 
In Control Panel, set Administrative Tools -> Local Security Policy -> Security Settings -> Local Policies -
> Security Options -> Set 'Accounts: Limit local account use of blank passwords to console logon only' 
to “Disable”. 
 
By default, the SquidNet installer will not allow you to complete the installation without a valid password. 
 

 
Figure 1.4 Disable policy settings to allow for blank administrator passwords. 
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1.5 Security and Network Configuration 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 1.3 Setting Security Model 
 
 
To use the SMC network installer you must change the networking model for your SquidNet account. 
Under Control-Panel/Administrative Tools/Local-Security-Policy/Security Settings/Local Policies/Security 
Options/ change “Network access: Sharing and security model for local accounts” from “Guest“ to 
“Classic” setting. It should be set as follows: 
 

·  Network access: Sharing and security model for local accounts: Classic - Local users 
authenticate as themselves 

 
This security setting determines how network logons via local accounts (SquidNet) are authenticated. If this 
setting is set to Classic, network logons that use local account credentials authenticate by using those 
credentials. If this setting is set to Guest only, network logons that use local accounts are automatically 
mapped to the Guest account. 
 
 
Default: 
Guest: Only on Windows XP Professional. 
Classic: On the VISTA, Windows Server 2003 family and Windows XP Professional computers joined to a 
domain. 
 
Important: With the Classic model, the SquidNet account must be password protected; otherwise, the 
account can be used by anyone to access shared system resources. 
 
This setting only affects computers running Windows XP Professional which are not tied to a domain 
controller. This policy will have no impact on computers running Windows 2000. 
 
On Windows XP Professional, leaving “Network access: Sharing and security model for local 
accounts” set to “Guest Only - local users authenticate as Guest” produces Error #5 if using the Network 
Installer. 

1.6 Enhanced Credentials 
 
Depending on your local security model, you may need to enhance the security privileges of the SquidNet 
account by adding the SquidNet account to the "Replace a process token level" field in the Local Security 
Policy window (Control-Panel/Local-Security-Policy/Security Settings/User Rights Assignment). See 
image below. 
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Figure 1.7 Enhancing security model for SquidNet Account 

 
This resolves issues with Windows #1314 (A required privilege is not held by the client) and #740 (The 
requested operation requires elevation) errors (as is often seen in job slice log files).  
 
Note: If running SquidNet in command line mode ( squidserver -console), resolve error #1314 and #740 as 
follows (on VISTA and WINDOWS 7): 

·  ERROR #1314: Add SquidNet account privilege to "Act as part of Operating System" and 
"Replace a process level token". Must reboot after changing settings. 

·  ERROR #740: Turn off UAC. Must reboot after changing settings. 
 

1.7 Enable File Sharing 
 
If not already turned on, (network) File Sharing must be enabled: 
 

·  How to configure file sharing in Windows XP:   
o http://support.microsoft.com/kb/304040 

·  File and Printer Sharing in Windows Vista:  
o http://technet.microsoft.com/en-us/library/bb727037.aspx 

 

 
Figure 1.6.1 Vista File Sharing enabled. 

 

1.8 Enable Remote Registry 
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In order for the SMC network installer to remotely set registry items, please make sure that the Remote 
Registry is enabled. On VISTA it is disabled by default. For automatic restart on system restart, change the 
startup type from Manual to Automatic. 

1.9 VISTA Configuration and Settings 
Because of the complex nature of VISTA’s security and networking models, special configuration settings 
will have to be made to the SquidNet account that the SquidNet service will run under. You will need to 
execute the following procedures (described in the following sections) for ONLY the SquidNet 
administration account: 
 

·  Disable User Account Control (UAC). 
·  Allow remote drive mapping (used by SMC network installer). 
·  Enable and modify specific security settings. 

1.9.1 Disabling SquidNet User Account Control 
For the SquidNet account only, disable UAC by opening up the User Accounts window (from Control 
Panel) and un-checking the “Use User Account Control (UAC) to help protect this computer”. When 
done, you’ll need to reboot your computer for the settings to take effect. 
 

 
Figure 1.6.1-1 SquidNet Account 

 

 
Figure 1.6.1-1 Disabling UAC 
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1.9.2 Allow remote drive mapping 
In order for the SMC network installer to remotely install SquidNet, you must enable remote drive mapping 
on VISTA by following this procedure:  
 
NOTE: This fixes the “error 5” message that’s generated when trying to remotely install SquidNet using 
the SMC console’s Network Installer. 
 

·  http://support.microsoft.com/kb/947235 
 

 
Figure 1.6 Enabling VISTA remote drive mapping 

 
 
Which basically does this: 
 

1. Click Start, type regedit in the Start Search box, and then click regedit.exe in the Programs list.  
 
If you are prompted for an administrator password, type your password. Or, if you are prompted 
for confirmation, click Continue. 

2. Locate and then click the following registry subkey: 
a. HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\

System 
3. If the LocalAccountTokenFilterPolicy registry entry does not exist, follow these steps:  

a. On the Edit menu, point to New, and then click DWORD Value. 
b. Type LocalAccountTokenFilterPolicy, and then press ENTER.  

4. Right-click LocalAccountTokenFilterPolicy, and then click Modify . 
5. In the Value data box, type 1, and then click OK. 
6. Exit Registry Editor and reboot your computer. 

 

1.9.3 LAN Manager Authentication Level 
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Figure 1.7 Setting Vista and WINDOWS-7 LAN settings. 

 
To enable proper UNC path authentication and usage, you must change the following: 
 

·  Under Local Policies > Security Options change: 
 

1. "Network Security: LAN Manager authentication level" 
from "NTVLM2 responses only" to "LM and NTLM - use NTLMv2 session security 
if negotiated" 

 
This resolves issues with Windows #1314 (A required privilege is not held by the client) errors (as is often 
seen in job slice log files). 

1.9.4 Running SquidNet as part of operating system 
For SquidNet to run effectively it must run fully as a privileged process. In particular, it must run as part of 
the operating system. To allow for this, add the SquidNet account to the “Act as part of the operating 
system” field in the Local Security Policy window (Control-Panel/Local-Security-Policy/Security 
Settings/User Rights Assignment). See image below. 
 
This user right allows the SquidNet account to impersonate any user without authentication. The SquidNet 
service can therefore gain access to the same local resources as any logged on user. 
 
Caution: Assigning this user right can be a security risk. Only assign this user right to the SquidNet 
account. 
 

 
Figure 1.6.4 Adding SquidNet Account 
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1.10 Install 
Installing SquidNet software can be done in one of two ways. If you don’t have any tipnodes installed, you 
must use the Windows installer. Otherwise, the install process is a lot simpler if you use the Network 
Installer from the SMC console.  
 
Both methods are covered in the following sections. 

1.10.1 Install using Windows installer 
 
To install SquidNet using the Windows installer execute the following instructions: 
 

·  Make sure you have the latest version of the SquidNet installer available. Always check website 
for the latest updates. 

·  Run installer then select “Next” on first window. 
 

 
 

·  Please read and accept the license agreement then select “Next”. 
 

 
·  Set your installation directory. The default path is preferred. 
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·  Important : Make sure that network File Sharing is enabled. If it isn’t the following step will not 
work; you’ll get a “server not found” error message. 

·  For SquidNet to work correctly, you must install the software under an Administrator account with 
full network access privileges. The username format must be in “DOMAIN\account” for domain 
accounts or “HOSTNAME\account” format for non-domain accounts. For domain accounts, 
please make sure that your domain controller is reachable on the network. If it’s not reachable, you 
will not be able to install the software. Please consult your domain administrator for specific 
account information. 

 

 
 

·  If all information up to this point is correct, select “Install”. 
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·  Wait for installation to complete…. 
 

 
 

·  When completed, select “Finish”. 
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·  By default, the installer will automatically start the SquidServer service. However, in some rare 
situations this may not be the case (due to service pack incompatibilities). To verify that the 
installation succeeded, start the SMC console. If the SMC console start up, you’re all set. If not, 
either start the service with the Services manager or reboot your computer. 

 

 
 

·  Use Task Manager to make sure that the SquidServer.exe service is running. 
 

 
 

1.10.2 Install using remote Network Installer 
 

 
Figure 1.7.2 Network Installer 
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If you have at least one tipnode already installed, you may install all the hosts on your network from a 
single point using the Network Installer from the SMC console.  
 

·  Start SMC console and open “Network Installer” window from Admin menu. 
·  Enter the name of your host in the “Hostname” field and press the “Add” button. Your hostname 

should now appear in the tipnode window above as “Ready”. If your host’s status appears as 
“unreachable”, please check that the hostname you entered is valid and that the host is online. 

·  Do the previous step for all the hosts on your network that you wish to install. 
·  When ready to install, either select the “Update All” button or select the hosts that you wish to 

install then select “Install Selected”.  
·  Let the install process complete before closing the window. 

1.11 Uninstall 
Like the installation process, uninstalling SquidNet can be done in two ways as described in the following 
sections. 

1.11.1 Uninstall using Windows uninstall procedures 
Uninstall SquidNet using the standard Windows uninstall procedure as follows: 
 

·  From “Control Panel” select “Add or Remove Programs” 
·  Scroll down “Add or Remove Programs” window and select “SquidNet-NDP” 
·  Select “Remove” 

 

 
 

·  When asked if you want to remove, select “Yes”. 
 

 
 

·  If prompted, reboot your computer. 
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1.11.2 Uninstall using remote Network Installer 
You may uninstall all the hosts on your network from a single point using the Network Installer from the 
SMC console.  
 

·  Start SMC console and open Network Installer from Admin menu. 
·  Select the hosts that you wish to uninstall and select “Uninstall Selected”.  
·  Let the uninstall process complete before closing the window. 

 
You’ll have to uninstall the last host using the standard Windows uninstall procedure. 
 

2 Verifying Installation Procedure 
Once SquidNet is installed, and if you have more than one tipnode, you can verify the installation by 
running a verification test on your network. This test simply adds a job request to the network queue. To 
the tipnodes on the network this job looks like any other job and is processed in the same way that a “real” 
job would be processed. You assign the processing parameters to this request in the same manner as you 
would any other request. This test can be executed as follows: 
 

·  Start SMC console. 
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·  Open up an existing Project window and select “Create” button. 
·  In the Templates window, double-click on the “SquidNet Verification” template. 
 

 
 

·  At this point the “Submit New Job” window will appear.  
 

 
 

·  Select the “Remove immediately” field at the bottom. Leave the rest of the fields as they are and 
press the “Submit Job” button. When asked to save job, select “No”.  

·  At this point you should have a job in the queue and activity appearing at each tipnode (as 
observed in the Tipnode Network view). 

·  If you’d like, double-clicking on your job in the job view will bring up the jobslice progress 
window which shows how each jobslice is progressing in the pipeline. 

·  If your network installation was successful, you’re test job should complete processing within a 
few minutes (time will vary depending on your particular network). 

·  When completed, the job will be automatically removed from the queue. 
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·  If your job completes in “Error”, right-click on the jobslice in error (in the jobslice window) and 
open the log file to examine the cause of the error.  

 

 

3 Frequently Asked Questions 

3.1 After the installation completes, I get the following error. What’s 
wrong? 

 
Use the Services manager to start the “SquidNet Distribution Manager” service or reboot your computer. 

 

 
 
 
 

4 Appendix A 

4.1 Adding application to system PATH variable. 
 
For some application templates, SquidNet requires that the application’s command line utility (for example: 
render.exe) be found within your system PATH environment variable. 
 
Add your application’s path as follows: 
 

1. Right-click My Computer, and then click Properties.  
2. Click the Advanced tab.  
3. Click Environment variables. 
4. Edit system PATH variable 
5. Append you application’s path to value field. 
6. Reboot computer. 
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My Computer Properties. 

 

 
Select “Environment Variables” 
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Select system Path variable 

 

 
Append application path to end of value. Separate path with “;” character. 

 


